Terms of Service
Photo Authenticity Checker
Effective date: August 29, 2026
Last updated: September 13, 2026

1. Agreement to these terms

These Terms of Service ("Terms") govern your use of the Photo Authenticity Checker app ("the App"),
provided by 1001736333 Ontario Corp., operating as Pramanik ("we," "us," "our"). In these Terms, "you" or
"your" refers to the person using the App. By using the App, you agree to these Terms. If you do not agree,

do not use the App.

2. What the App does

The App lets you submit a photo and receive a probabilistic assessment of whether it appears to be
Al-generated or digitally tampered with. Results are shown as a Low, Medium, or High probability band,
not a certified or legal determination.

3. Acceptable use
You agree not to:

Submit content that is illegal, including but not limited to child sexual abuse material (CSAM). We screen
for and report such content as described in our Privacy Statement, and will take action against accounts or
access found to be submitting it, including reporting to the appropriate authorities.

Attempt to disrupt, overload, or abuse the App or its backend systems (for example, by circumventing rate
limits).
Use the App to generate, store, or facilitate the distribution of content that violates the rights of others.

Attempt to reverse-engineer, extract, or misuse the shared access credentials used to connect the App to
its backend.

We may suspend or revoke your access to the App at any time, without notice, if we believe these Terms
have been violated.

4. Accuracy disclaimer

Results from the App are probabilistic, not a legal or forensic certification. A "Low," "Medium," or "High"
probability result reflects an automated estimate based on current detection technology, which has real
and acknowledged limitations. Detection technology can produce false positives and false negatives, and
bad actors may deliberately alter content to evade detection.

You must not rely on a result from this App as the sole basis for accusing a real, identifiable person of
creating or sharing fake or manipulated content. Doing so could cause real harm to that person, and the
App's assessment alone is not sufficient grounds for such an accusation.

5. Sharing scan results



The App lets you optionally share a scan result via a public link. If you choose to share a result:

The result becomes accessible to anyone with the link, not just you.

The same accuracy disclaimer in Section 4 applies — a shared result is still a probabilistic estimate, not
proof, and must not be used as the sole basis for publicly accusing a real, identifiable person of creating or
sharing fake or manipulated content.

You are responsible for how you use and distribute a shared link.

See our Privacy Statement for what data is stored when you share a result.

6. No warranty

The App is provided "as is" and "as available," without warranties of any kind, whether express or implied,
including but not limited to accuracy, reliability, or fitness for a particular purpose. We do not guarantee
that the App will be available at all times, free of errors, or free of interruption.

7. Limitation of liability

To the fullest extent permitted by law, Pramanik is not liable for any indirect, incidental, special, or
consequential damages arising from your use of, or inability to use, the App — including but not limited to
damages resulting from reliance on a scan result, service interruption, or unauthorized access to data.

8. Third-party services

The App relies on one or more third-party providers to operate, and we may add, remove, or change these
providers over time as the App evolves. We are not responsible for the availability, accuracy, or practices
of any third-party provider. Each provider's own terms and policies apply to their part of the processing.
Providers currently include:

Sightengine — performs the authenticity analysis behind your scan result.

Microsoft PhotoDNA Cloud Service — screens every submitted photo against known CSAM hash
databases before any other processing.

Supabase — stores scan results you choose to share (see Section 5).

9. Age requirement

You must be at least 13 years old to use the App. If you are under the age of majority in your jurisdiction,
you may only use the App with the involvement of a parent or guardian.

10. Changes to the App and these Terms

We may modify, suspend, or discontinue the App, or any part of it, at any time. We may also update these
Terms as the App evolves. We will update the "Last updated" date above when changes are made;
continued use of the App after changes take effect constitutes acceptance of the updated Terms.

11. Termination



We may suspend or terminate your access to the App at any time, for any reason, including violation of
these Terms. You may stop using the App at any time.

12. Governing law

These Terms are governed by the laws of the Province of Ontario and the federal laws of Canada
applicable therein, without regard to conflict-of-law principles.

13. Contact us

Questions about these Terms can be sent to:

contact@pramanik.ca



