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Who we are

Photo Authenticity Checker is developed and operated by 1001736333 Ontario Corp., operating as

Pramanik ("we," "us," "our"). This Privacy Statement explains what happens to your data when you use the

Photo Authenticity Checker app.

In this Privacy Statement, "you" or "your" refers to the person using the Photo Authenticity Checker app. If
you have questions about this statement or how your data is handled, contact us at contact@pramanik.ca.

What this app does

Photo Authenticity Checker lets you check whether a photo appears to be Al-generated or digitally
tampered with, and returns a probabilistic result (Low / Medium / High probability) along with a
plain-language disclaimer.

What data we collect

Photos you submit for scanning. When you select or share a photo with the app, it is uploaded to our
server for the sole purpose of analysis. The photo is:
Held in memory only for the duration of processing

Screened against known CSAM hash databases before any other analysis takes place (see "Child safety
commitment" below)

Forwarded to a third-party image analysis provider for authenticity detection (currently Sightengine; we
may use other or additional providers over time)

Not stored on our servers before, during, or after the scan, except as described under "Child safety
commitment,” "Sharing your scan result," and "Data retention" below

Not used for any purpose other than generating your scan result
Separately, the app automatically saves a copy of the scanned photo to your local scan history on your
device — not uploaded to us a second time. You can delete any saved scan at any time. See "Scan history

stored on your device" below for details, including our plans to make continued access to scan history a
paid feature in the future.

Device and network information. To prevent abuse of the service (for example, one device sending an
excessive number of requests), we transiently process:

Your IP address

An optional device identifier sent by the app

This information is used only for rate-limiting and abuse prevention. It is not linked to your identity, not sold,
and not used for advertising or tracking today. If we introduce advertising in the app in the future — for



example, through a third-party ad network — that will involve its own separate data collection governed by
that provider's practices, and we will update this Privacy Statement to describe it before it takes effect.

Accounts. The app does not currently require you to create an account, and we do not collect your name,
email address, or other personal identifiers through the app itself. As the app grows, some features — for
example, continued use beyond a free usage threshold — may require creating an account so we can
manage your access to paid features. When that capability is introduced, we will update this Privacy
Statement to describe what account information is collected and how it's used, before it takes effect.

Scan history stored on your device

To let you revisit past results without rescanning, the app automatically saves a local copy of your scan
history directly on your device after each scan. This is separate from, and unrelated to, anything stored on
our servers. For each scan, we store, locally on your device:

A copy of the photo you scanned

The verdict, Al-generation score, and related scan metadata

This data is not uploaded to us and we cannot access it remotely — it lives only on your device, in the
app's private storage area. You can delete any individual scan, along with its saved photo, at any time from
within the app. Scan history and its associated photo files are also automatically deleted after 30 days.

This feature is currently included at no cost. As the app evolves, we may make continued or extended
access to scan history a paid feature — for example, retaining history beyond the current 30-day window.
If we do, we will update this Privacy Statement to describe the change before it takes effect.

Sharing your scan result

If you choose to share a scan result, we generate a public link (pr amani k. ca/ veri fy/ {scan_i d}) that
anyone with the link can open to view that result — including a copy of the photo itself, along with the
verdict, Al-generation score, and related signals. To support this feature, the photo and scan result are
stored on our servers (via our database provider, Supabase) rather than being discarded after processing,
unlike an ordinary scan.

Sharing is optional and only happens if you actively choose it — an ordinary scan is never published or
made shareable on its own. Once shared, a result currently does not expire and cannot be removed on
request — do not share a result containing a photo or content you would not want to remain publicly
accessible indefinitely.

The total number of scans performed (a simple count, not tied to any individual result) is also displayed

publicly on our website. This count is aggregate only and does not reveal anything about any specific scan.

Third-party processing

Photos and related data may be processed by the following third parties as part of providing the app:

Sightengine — performs the authenticity analysis that generates your scan result. We may add, remove,
or change analysis providers over time as the app evolves.



Microsoft PhotoDNA Cloud Service — every submitted photo is screened against known CSAM hash
databases via PhotoDNA before any other processing occurs (see "Child safety commitment" below). Only
a non-reversible hash of the image, not the image itself, is sent to this service.

Supabase — stores scan results you choose to share (see "Sharing your scan result" above).
Each provider's own privacy practices govern their handling of data during their part of the processing. We

do not control and are not responsible for a provider's independent data practices; you can review
Sightengine's policies directly at sightengine.com.

Child safety commitment

We are committed to preventing the distribution of child sexual abuse material (CSAM). We screen
uploaded images against known CSAM hash databases using Microsoft's PhotoDNA Cloud Service before
any authenticity analysis takes place.

If an image is identified as an apparent match, we:

Never store, display, or return that image or result to any user as a normal scan result

Report the match to the National Center for Missing and Exploited Children (NCMEC) through their
CyberTipline reporting channel

Separately fulfill our mandatory reporting obligations under Canadian law, including notification to the
appropriate police service and/or the Canadian Centre for Child Protection (Cybertip.ca), as required

See "Data retention” below for what this means for the image and related data in the specific case of a
confirmed match.

What we don't do

We do not sell your data
We do not use your photos to train Al models
We do not build advertising profiles

We do not access your photo library beyond the specific image you choose to submit

Data retention

For the ordinary case — a photo submitted for an authenticity scan — we do not store the image on our
servers. It exists on our server only for the seconds it takes to process the request, and there is no general
server-side retention period to disclose. (For scan history saved locally on your device, see "Scan history
stored on your device" above. For scans you choose to share, see "Sharing your scan result" above.)

The one exception is a photo identified as an apparent match against known CSAM hash databases. In
that case, the image and related data are preserved, in a restricted, access-limited store separate from
normal app data, for the period required by Canadian law — currently 21 days from notification, moving to
12 months under recently passed federal legislation (Bill C-16, the Protecting Victims Act) that has not yet
come into force for this specific requirement. The content is then destroyed unless a court orders
otherwise.



Rate-limiting data (IP addresses, device identifiers) is held only transiently in memory and is not persisted
to long-term storage.

Your rights and choices

Since we do not currently maintain accounts or persistent records tied to individuals on our servers, there
is generally no server-side personal data to access, correct, or delete. Two exceptions exist where data is
stored server-side rather than discarded: a confirmed CSAM match (see "Data retention" above), and any
scan result you actively choose to share (see "Sharing your scan result" above) — a shared result
currently cannot be removed or made private once published, so please choose carefully before sharing.
For scan history saved locally on your device, you can delete individual scans at any time within the app,
and history is also automatically purged after 30 days. If you have concerns about a specific interaction
with the app, contact us at contact@pramanik.ca and we will look into it. Once account-based features are
introduced, this section will be updated to describe how you can access, correct, or delete your account
data.

Children's privacy

This app is not directed at children, and we do not knowingly collect personal information from children. If
you believe a child has used this app in a way that raises a privacy concern, contact us at
contact@pramanik.ca.

Changes to this statement

We may update this Privacy Statement as the app evolves — for example, as new features are added or
our CSAM screening integration goes live. We will update the "Last updated" date above when changes
are made. Material changes will be reflected here before they take effect.

Contact us

Questions, concerns, or requests related to this Privacy Statement can be sent to: contact@pramanik.ca



